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Recommendations for Protecting Information 
from Unauthorized Access and the Impact of Malicious 
Software Code 

 
Protected information shall include: 
• account credentials (usernames, passwords); 
• information contained in documents prepared by you when carrying out financial transactions 
electronically; 
• information regarding your financial transactions; 
• cryptographic key information of cryptographic information protection tools (CIPT) used by you when 
carrying out financial transactions; 
• your personal data. 

Consequences of malicious software (virus) infection: 

1. Loss of valuable data as a result of unauthorized destruction of information or disk encryption; 

2. Unauthorized access to your credentials — passwords and logins for websites, social networks, 
online banking systems, email accounts, personal accounts, and mobile applications that you 
use. If such information is obtained, there is a risk of transactions being carried out on your 
behalf by unauthorized persons; 

3. Unauthorized use of your computer or mobile device by intruders, including but not limited to: 
activation of paid services, conducting transactions through Internet Banking on your behalf, or 
use for other unlawful activities without your knowledge; 

4. Malicious software is capable of independently creating copies of itself and spreading them by 
various means without your knowledge. Such programs may perform a wide range of actions, 
from relatively harmless “pranks” to complete destruction of information stored on electronic 
devices. 

Measures for protecting information from unlawful access and malicious software: 
• Keep electronic devices securely stored to prevent their loss or theft; 
• Do not allow unauthorized persons to use your electronic devices; 
• Use only licensed software obtained from reliable sources: licensed CD/DVDs purchased from trusted 
stores, distributions downloaded from the manufacturer’s website, Apple Store, Google Play, or other 
trusted sources; 
• Use reliable passwords for access and screen locking on electronic devices and applications; 
• Do not disclose your credentials, codes, or PIN codes to third parties; store them in secure and 
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inaccessible places; do not send them via email, messengers, or other communication channels. Your 
passwords should be known only to you; 
• Set a password or PIN code to unlock the screen on mobile devices. In case of device loss, this will 
reduce the risk of unauthorized use of your data; 
• Use different passwords for different services; avoid simple passwords consisting only of numbers or 
adjacent keyboard characters; periodically change passwords; use long passwords containing 
uppercase and lowercase letters, numbers, and symbols; 
• Do not store scanned copies of identity documents or electronic files containing credentials 
(username, password) for access to information resources of financial institutions with which you 
cooperate on electronic devices; 
• Update your device software regularly. Manufacturers frequently release security updates for operating 
systems and applications, and each update fixes serious vulnerabilities that may be exploited by 
intruders; 
• Use reliable officially purchased antivirus software on electronic devices and regularly update antivirus 
databases. Periodically perform a full scan of electronic devices and connected removable media (flash 
drives, disks) using updated antivirus databases. This measure helps timely detect malicious code, 
eliminate it, and protect the device from infection; 
• Do not visit suspicious websites or follow links contained in attachments to emails, SMS, MMS, or 
messenger messages from unknown senders, as such actions may result in theft of your data or 
infection of your electronic device with malicious code; 
• In case of loss of electronic devices or detection of unauthorized access to electronic devices using 
your credentials, notify the financial institutions with which you cooperate as soon as possible; 
• When receiving emails, do not open attachments even if they are sent by known senders. It is 
recommended to first save attached files and scan them for malicious code using antivirus software; 
• Before opening links received by email, copy the link, paste it into the browser address bar, and ensure 
that the address corresponds to the resource you intend to visit; 
• Avoid using privileged accounts (for example, Administrator accounts) for everyday use. Standard user 
rights are sufficient for most operations; 
• Periodically remove software that is no longer in use; 
• Avoid using public Wi-Fi networks for financial transactions, especially those that do not use 
encryption. 

If your computer or mobile device becomes infected, it is recommended to contact qualified specialists 
and change passwords for Internet Banking, email accounts, social media accounts, etc., using a non-
infected device. 

 


